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Profile

Lachlan is a Cyber Security Analyst with approx. 2 years' experience in Security Operations, threat
monitoring, triaging and incident response across multiple SIEM, EDR and XDR platforms that include
MS Defender and Sentinel towards mid-market and enterprise clients. Have conducted a number of
investigations, triage of security alerts, Root Cause Analysis, remediation of vulnerabilities, and
producing clear reporting/ticketing for technical and non-technical clients via the case management
application HALO, he also creates and reviews processes and procedures involving response actions,
OOH Escalations, TLP of Users/Assets, and triage quality.

Day to day, he leads incidents through to closure, works alongside detection engineering to cut down
alert noise, and runs the occasional threat hunts.

Interest and active learning outside of work that makes peaks interest is Incident Response and Digital
Forensics. This interest has sparked enough curiosity to investigate and figure out how an incident
happened, who caused it, what happened, when it happened, where it happened and why.

Experience

Senior Security Analyst | Triskele Labs - August 2026 to Currently Working (Approx 2 Years)

More responsibilities as an analyst which include

¢ Mentored Junior analysts who needed help upskilling

o Assisted with CTl Reports, Incident Response, light Forensics and Root Cause Analysis

e Lead incidents through to closure with end-to-end communication with clients till closure

¢ Conducted reactive threat hunting during an incident

o Worked alongside detection engineering to cut down alert noise involving custom detection
rules & log queries.

Security Analyst | Triskele Labs - November 2024 to August 2026
Day-to-Day Experience as an analyst includes:

¢ Monitor client networks for security issues 24x7 on a rotating roster
o Investigated and responded to security threats, breaches, and incidents
e Used SIEM, SOAR, and Vulnerability Management platforms to protect systems
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Acted as the first point of contact via the 1300 number through the central Service Desk

Installed security measures per Change Management procedures to address confirmed threats

Documented and assessed security breaches and their impact

Created, drafted & reviewed Standard Operating Procedures (SOP’s) and Knowledge Base
articles.

Review and update client software configurations for DefenceShield services
Tools used and have experience with:
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Microsoft Defender/XDR
Microsoft Sentinel
Crowdstrike

Rapid7

DarkTrace

Splunk

Elastic (ArtemisV3)
Wazuh (ArtemisV4)

Information Technology Service Desk | Toyota WA — January 2024 to April 2024

IT duties for Toyota’s Information Technology Services Division
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Setting up Microsoft 365 and Microsoft Exchange accounts.

Conduct Start of Day tasks to make sure that the company is up and running for the day
Monitor Palo Alto firewall alerts regarding botnets, unknown external IP addresses &
incidents from low to critical.

Routinely checking locked out Active Directory accounts and Windows Server Update
Service errors.

Setting up and imaging laptops for Toyota WA and Perron employees.

Swap and slot in backup tapes and run backup tapes

Answering calls regarding IT problems and troubleshooting those problems

Patching employees workstations (Windows 10 — 11 and Windows Server 2016 - 2021).
Setting up desk environments for employees

WIL Internship Bunnings Cyber — Sep 2023 to Oct 2023

Project Management (Phishing Campaign)
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Project was created using Jira with Atlassian, and used the KanBan Methodology
Conducted phishing awareness campaign targeting front-end employees, to encourage
cyber awareness

Created KPI’s to measure the performance of the campaign over the month

Analyzed previous phishing campaign results to compare to current

Cybersecurity Awareness

O

Created Phishing awareness posters to place around WA Bunnings Stores



o Created Phishing mail templates to send out to employees at different branches,
targeting different departments

o Sent out cyber awareness training modules to Bunnings HQ employees that have fallen
for phishing attacks.

Certifications/Achievements:

Advanced Diploma in Cybersecurity
North metropolitan TAFE WA — Completed 2023

Investigating Windows Endpoints (Dlgital Forensics)
13 Cubed — Issued Dec 2025

Investigating Windows Memory (Digital Forensics)
13 Cubed — Issued May 2026

BTL 1

Security Blue Team — Issued 2025

CySA+

CompTIA — Issued 2026

ICS 300 (Advanced Cybersecurity for Industrial Control Systems)
CISA - Issued 2025

Appendix

Volunteering/Interests

ClickFix/FakeCaptcha Article

Published a cybersecurity article representing Triskele Labs on the topic of malvertising technique
ClickFix/FakeCaptcha, expanding on how it socially engineers technical and non-technical individuals,
explaining the attack chain via the flow chart, how to investigate and how to mitigate.

PECAN+ | OSINT Co-Presenter w/Steve Simpson

At PECANCTF+, | Co presented with Steve Simpson explaining to YR9 - 12 students what OSINT is,
how powerful it is and how it is used in different scenarios.

Co-Presenter w/Steve Simpson
Co-Presented with Steve Simpson at an ECU CASSA event explaining our stories about entering the



industry, what helped us and tips on how to better your chance when applying for cybersecurity roles

International WorldSkills/Skillaroos Competitor (Placed 13/20)
WorldSkills International — Lyon, Sep 2024

At WorldSkills Lyon 2024, my teammate and | competed in the cybersecurity category against
participants from 20 other countries and placed 13th. We were faced with different types of
cybersecurity categories each day, across four days.

Day 1: Networking and Infrastructure Setup

- Set up and configured internal infrastructure using Linux, Windows, pfSense, Active Directory, and
SELinux.

- Followed WorldSkills guidelines, like setting a 10-character password policy and configuring an
Apache Web server with SELinux.

Day 2: Forensics and Malware Analysis
- Analyzed digital forensic artifacts and malware to capture flags for points.

- Tools used: Autopsy, FTK, Cutter, and Volatility.

Day 3: Red Teaming
- Attacked different parts of a virtual infrastructure to capture flags.

- Tools used: Burp Suite, GitDumper, Hydra, WPScan, Metasploit, Hashcat, and Ncat.

Day 4: Log Analysis
- Analyzed a Wazuh SIEM log file simulating an attack.

- Answered questions like, attacker’s IP, time of initial access, and exfiltrated files to earn points
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